
 

  Page 1 of 10 

 

Appendix: Data processing agreement 
This data processing agreement is an appendix to "Our Terms & Conditions presented when 
creating an account at casting42.com" (hereinafter: the Agreement) by and between 
Casting42.com customer (hereinafter: Controller) and Kempen Automatisering (hereinafter: 
Processor). 

Article 1. Purposes of processing 

1.1. Processor hereby agrees under the terms of this Data Processing Agreement 
to process personal data on behalf of the Controller. Processing shall be done 
solely for the purpose of the Agreement, in particular for storing data in the 
'cloud' for the benefit of Controller, and associated online services, offering 
and maintaining the online Customer Relationship Management service of 
Processor for Controller, providing Public Relations and marketing activities 
for Controller, managing the customer administration of Controller, Hosting 
of user data. Monitoring of performance, monitoring of uptime, monitoring 
of users experience in order to improve our users experience and improve 
the online platform. Hosting of talent profile data of our users. Facilitating 
castings, facilitating the workflow of our users (casting bureau's, casting 
companies) to work better with talent data. Marketing promotions directed 
to our direct users only., and all purposes compatible therewith or as 
determined jointly. 

1.2. The personal data to be processed by Processor for the purposes as set out in 
the previous clause and the categories of data subjects involved are set out in 
Appendix 1 to this Data Processing Agreement. Processor shall not process 
the personal data for any other purpose unless with Controller's consent. 
Controller shall inform Processor of any processing purposes to the extent 
not already mentioned in this Data Processing Agreement. Processor however 
is permitted to use personal data for quality assurance purposes, including 
surveys to data subjects and statistical research purposes regarding the 
quality of Processor's services. 

1.3. All personal data processed on behalf of Controller shall remain the property 
of Controller and/or the data subjects in question. 

Article 2. Processor obligations 

2.1. Regarding the processing operations referred to in the previous clause, 
Processor shall comply with all applicable legislation, including at least all 
data processing legislation such as the GDPR. 

2.2. Upon first request Processor shall inform Controller about any measures 
taken to comply with its obligations under this Data Processing Agreement. 
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2.3. All obligations for Processor under this Data Processing Agreement shall apply 
equally to any persons processing personal data under the supervision of 
Processor, including but not limited to employees in the broadest sense of 
the term. 

2.4. Processor shall inform Controller without delay if in its opinion an instruction 
of Controller would violate the legislation referred to in the first clause of this 
article. 

2.5. Processor shall provide reasonable assistance to Controller in the context of 
any data protection impact assessments to be made by Controller. 

2.6. Processor shall, in accordance with Article 30 GDPR, keep a register of all 
categories of processing activities which it carries out on behalf of the 
Controller under this data processing agreement. At Controller's request, 
Processor shall provide Controller access to this register. 

Article 3. Transfer of personal data 

3.1. Processor may process the personal data in any country within the European 
Union. 

3.2. In addition Processor may transfer the personal data to a country outside the 
European Union, provided that country ensures an adequate level of 
protection of personal data and complies with other obligations imposed on 
it under this Data Processing Agreement and the GDPR, including the 
availability of appropriate safeguards and enforceable data subject rights and 
effective legal remedies for data subjects. 

3.3. Processor shall report to Controller of the countries involved. Processor shall 
ensure that, considering the circumstances that apply to the transfer of 
personal data or any category of transfers, the country or countries outside 
the European Union have an adequate level of protection. 

3.4. In particular Processor shall take into account the duration of the processing, 
the country of origin and the country of destination, the general and sector-
based rules of law in the country of destination and the professional rules and 
security measures which are complied with in that country. 

Article 4. Allocation of responsibilities 

4.1. The authorised processing operations shall be performed in a fully automated 
fashion under control of Processor. 

4.2. Processor is solely responsible for the processing of personal data under this 
Data Processing Agreement in accordance with the instructions of Controller 
and under the explicit supervision of Controller. For any other processing of 
personal data, including but not limited to any collection of personal data by 
Controller, processing for purposes not reported to Processor, processing by 
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third parties and/or for other purposes, the Processor does not accept any 
responsibility. 

4.3. Controller represents and warrants that the content, usage and instructions 
to process the personal data as meant in this Data Processing Agreement are 
lawful and do not violate any right of any third party. 

Article 5. Involvement of sub-processors 

5.1. Processor shall only involve those third parties in the processing under this 
Data Processing Agreement that were listed in the Appendix or with the prior 
written permission of Controller, which permission may be made conditional. 

5.2. In any event, Processor shall ensure that any third parties are bound to at 
least the same obligations as agreed between Controller and Processor. 
Controller has the right to inspect the agreements containing such obligatons. 

5.3. Processor shall ensure that these third parties shall comply with the 
obligations under this Data Processing Agreement and is liable for any 
damages caused by violations by these third parties as if it committed the 
violation itself. 

Article 6. Security 

6.1. Processor shall use reasonable efforts to implement appropriate technical 
and organisational measures to ensure a level of security appropriate to the 
risk for the processing operations involved, against loss or unlawful 
processing (in particular from accidental or unlawful destruction, loss, 
alteration, unauthorised disclosure of, or access to personal data transmitted, 
stored or otherwise processed). 

6.2. Processor does not warrant that the security is effective under all 
circumstances. If any security measure explicitly agreed in this Data 
Processing Agreement is missing, then Processor shall use best efforts to 
ensure a level of security appropriate to the risk taking into account the state 
of the art, the costs of implementation and the nature, scope, context and 
purposes of processing as well as the risk of varying likelihood and severity 
for the rights and freedoms of natural persons. 

6.3. Controller shall only provide personal data to Processor for processing if it has 
ensured that the required security measures have been taken. Controller is 
responsible for the parties' compliance with these security measures. 

Article 7. Notification and communication of data breaches 

7.1. Controller is responsible at all times for notification of any security breaches 
and/or personal data breaches (which are understood as: a breach of security 
leading to the accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, personal data transmitted, stored or 
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otherwise processed as described in Article 4 (12) of the GDPR) to the 
competent supervisory authority, and for communication of the same to data 
subjects. In order to enable Controller to comply with this legal requirement, 
Processor shall notify Controller within a reasonable period after becoming 
aware of an actual or threatened security or personal data breach. 

7.2. A notification under the previous clause shall be made only for actual 
breaches with severe impact . 

7.3. The notification shall include at least the fact that a breach has occurred. In 
addition, the notification shall: 

• describe the nature of the personal data breach including, where 
possible, the categories and approximate number of data subjects 
concerned and the categories and approximate number of personal data 
records concerned; 

• describe the likely consequences of the personal data breach; 
• include the name and contact details of the Data Protection Officer (if 

appointed) or a contact person regarding privacy subjects; 
• describe the measures taken or proposed to be taken by the controller to 

address the personal data breach, including, where appropriate, 
measures to mitigate its possible adverse effects. 

Article 8. Processing requests from data subjects 

8.1. In the event a data subject makes a request to exercise his or her legal rights 
under the GDPR (Articles 15-22) to Processor, Processor shall pass on such 
request to Controller, and Controller shall process the request. Processor may 
inform the data subject of this passing on. 

Article 9. Confidentiality obligations 

9.1. All personal data that Processor receives from Controller and/or collects itself 
is subject to strict obligations of confidentiality towards third parties. 
Processor shall not use this information for any goals other than for which it 
was obtained, not even if the information has been converted into a form 
that is no longer related to an identified or identifiable natural person. 

9.2. The confidentiality obligation shall not apply to the extent Controller has 
granted explicit permission to provide the information to third parties, the 
provision to third parties is reasonably necessary considering the nature of 
the assignment to Controller or the provision is legally required. 

Article 10. Audit 

10.1. Controller has the right to have audits performed on Processor by an 
independent third party bound by confidentiality obligations to verify 
compliance with the security requirements, and all issues reasonably 
connected thereto. 
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10.2. This audit may be performed in case a substantiated allegation of misuse of 
personal data has arisen. 

10.3. Processor shall give its full cooperation to the audit and shall make available 
employees and all reasonably relevant information, including supporting data 
such as system logs. 

10.4. The audit findings shall be assessed by Processor and implemented if and to 
the extent deemed reasonable by Processor. 

10.5. The costs of the audit shall be borne by Controller. 

Article 11. Liability 

11.1. The liability of Processor for any damages as a result of a reputable failure to 
comply with this Data Processing Agreement, unlawful acts or otherwise, is 
excluded. To the extent such liability cannot be excluded, it is limited to direct 
damages per event (a sequence of successive events counting as one event), 
up to the amount received by Controller for all activities under this Data 
Processing Agreement for the month prior to the event. Any liability of 
Processor for direct damages shall in any event never be more than € 0,00. 

11.2. Direct damages shall include only:  

• damages to physical objects; 
• reasonable and proven costs to cause Processor to regain compliance 

with this Data Processing Agreement; 
• reasonable costs to assess the cause and extent of the direct damage as 

meant in this article; and 
• reasonable and proven costs that Controller has incurred to limit the 

direct damages as meant in this article. 

11.3. Any liability for indirect damages by Processor for indirect damages is 
excluded. Indirect damages are all damages that are not direct damages, and 
thus including but not limited to consequential damages, lost profits, missed 
savings, reductions in goodwill, standstill damages, failure to meet marketing 
requirements, damages as a result of using data prescribed by Controller, or 
loss, corruption or destruction of data. 

11.4. No limitation of liability shall exist if and to the extent the damages are a 
result of intentional misconduct or gross negligence on the part of Processor 
or its directors. 

11.5. Unless a failure by Processor is incapable of redress, any liability shall exist 
only if Controller puts Processor on notice of default, including a reasonable 
term for addressing the failure, and Processor fails to comply even after this 
term. The notice shall contain a detailed description of the failure to ensure 
that Processor has a reasonable opportunity to address the failure. 
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11.6. Any claim for damages from Controller to Processor that is not specifically 
notified in detail shall be extinguished by the passage of twelve (12) months 
after the date its cause first arose. 

Article 12. Term and termination 

12.1. This Data Processing Agreement enters into force upon signature by the 
parties and on the date of the last signature. 

12.2. This Data Processing Agreement is entered into for the duration of the 
Agreement. 

12.3. Upon termination of the Data Processing Agreement, regardless of reason or 
manner, Processor shall - at the choice of Controller - return in original 
format or destroy all personal data available to it. 

12.4. This Data Processing Agreement may be changed in the same manner as the 
Agreement.  
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Appendix 1: Stipulation of personal data and 
data subjects 
Data subjects and personal data of different purposes 
Processor shall process the below personal data of the categories data subjects from 
different purposes (with retention period if specified) under the supervision of Controller, as 
specified in article 1 of the Data Processing Agreement: 

Cloud storage of data / up-to 12 month's after deactivation of the account.  

Customers 

• Names and addresses 
• Telephone numbers 
• Email addresses 
• Visitor behaviour 
• IP addresses 
• Social media accounts 
• Dates of birth 
• Civil status 

Talents in your talent database, i.e. actors, models, talent profile data 

• Names and addresses 
• Telephone numbers 
• Email addresses 
• Visitor behaviour 
• IP addresses 
• (Portrait)photos 
• Talent data entered by our users, or provided to the users by the talent, such as, 

birthday, age, social media links, showreel, nationality, biography, photo's, sizes, 
skin/hair type, eye color, clothing measurements, contact data, adres, phone 
number, email, agent contact data, skills, languages, sports, piercings, tattoos, scars, 
casting rounds, casting status, casting availability 

Customer and/or member administration / 7 years, due to dutch tax regulations.  

Customers 

• Names and addresses 
• Telephone numbers 
• Email addresses 
• Visitor behaviour 
• IP addresses 
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• (Portrait)photos 

Customer Relationship Management / 24 Months  

Customers 

• Names and addresses 
• Telephone numbers 
• Email addresses 
• IP addresses 

Leads and potential customers 

• Names and addresses 
• Telephone numbers 
• Email addresses 
• IP addresses 

PR or Marketing / 24 Months  

Customers 

• Names and addresses 
• Telephone numbers 
• Email addresses 
• Visitor behaviour 

Leads and potential customers 

• Names and addresses 
• Telephone numbers 
• Email addresses 
• Visitor behaviour 
• IP addresses 
• Social media accounts 

Hosting of user data. monitoring of performance, monitoring of uptime, monitoring of 
users experience in order to improve our users experience and improve the online 
platform. hosting of talent profile data of our users. facilitating castings, facilitating the 
workflow of our users (casting bureau's, casting companies) to work better with talent 
data. marketing promotions directed to our direct users only. / For the duration of the 
agreement with our user + 6 month's due to backup Talent data entered or provided by 
talents to our users 

• Names and addresses 
• Telephone numbers 
• Email addresses 
• Visitor behaviour 
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• IP addresses 
• Social media accounts 
• (Portrait)photos 
• Dates of birth 
• Civil status 
• Rating, nationality, birthday, age, showreel, remarks, bio, gender, sexual orientation, 

marital status, biography, media, video &amp 
• Photo's, body &amp 
• Clothing measurements, hair &amp 
• Skin type, eye color, adres data, stage name, agent contact data, skills, languages, 

experience, files, piercings, tattoos, scars, casting rounds, casting availability, 
references to social media accounts. our users determine which attributes are 
enabled. 

Controller represents and warrants that the description of personal data and categories of 
data subjects in this Appendix 1 is complete and accurate, and shall indemnify and hold 
harmless Process for all faults and claims that may arise from a violation of this 
representation and warranty. 
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Appendix 2: Sub-processors 

Entity  

Amazon https://aws.amazon.com/what-is-aws/ 

Heroku https://www.heroku.com/platform 

Cloudflare https://www.cloudflare.com/en-gb/ 

Snyk https://snyk.io/ 

Coralogix https://coralogix.com/ 

Site24x7 https://site24x7.eu/ 

Google https://www.google.com/intl/en/about/our-company/ 

FastSpring https://fastspring.com/ 

MailChimp https://mailchimp.com/ 

MailGun https://www.mailgun.com/ 

Microsoft https://azure.microsoft.com/nl-nl/ 

  

 


